How Crypto Investigations Work

What Our Clients Ask What We Do What We Report

Frost is behind the scam.
On 01.07.23, he sent
$500,000

in ETH to the exchange
Binance.

Who scammed/hacked
us and where is our
crypto now?

Review anonymous Assess total value
social media for of cryptocurrency.
identifying info.

=
) —

$5M in Bitcoin are located
at the address starting with
1A1zP1cPt (see Attachment 7).
The culprit uses the

Kraken and Coinbase

and seize my a blockchain address for customer info,
adversary’s to an exchange. withdrawals and holdings.

How can | identify Trace transfers from : Assist with subpoena

crypto assets? Retrieve individual Conduct off-blockchain exchanges - which could be
'dzg’ig'sgss ;;om Investigations. targets for enforcement.

m Your CFO has an anonymous

Twitter account where he
frequently posts about bitcoin

Does my new CFO - a8, gambling. We identified their
have an obsessive o 5 &.../ address, which has sent tens
crypto-habit? & A e of thousands of dollars in
m L BTC to the crypto gambling
website Stake.com

Review crypto-related forums Identify social media Analyse address for
and social media for accounts for subject. illicit activity.
references to exchanges or Her wallet has sent crypto
personal crypto addresses. to the Silk Road and
Is my prospective ﬁ Hydra Market, suggesting
partner playing in the she may have purchased

DarkNet Markets? drugs or other illicit goods.




We have been engaged on humerous major
cryptocurrency thefts, frauds and hacks totaling well
into nine figures—conducting investigations on and
off the blockchain to help identify the culprits.

Some of the recent cases we’ve completed include:

e Assisting cryptocurrency protocols with investigations
into their opponents in litigation

e Conducting asset investigations involving
cryptocurrency components

e |dentifying and locating individuals behind fraudulent
cryptocurrency projects

e |nvestigating cryptocurrency-focused companies and
funds to assess potential risk in pre-investment scenarios
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